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atproto OAuth and client library attempting to follow the specification strictly, while also following Elixir library guidelines. The goal is for the library to be easy to use and not get in your way, but fully flexible. Use it to build atproto based apps where users can log in with their atproto accounts from existing services like Bluesky, Blacksky or Eurosky.
It comes with DPoP nonce caching built-in, which cuts down on round-trips over multiple requests, and supports :confidential, :public, and :localhost client modes. You can run multiple instances of Latch, adding them to your supervision tree or starting them ad-hoc, including in tests.
Installation
def deps do
  [
    {:latch, "~> 0.5.0"}
  ]
end
Get started
What you need
	If you're going to share your application online, you're going to need a public HTTPS URL for it. Authorization servers need to access your server over HTTPS. For local development, use mode: :localhost. Alternatively, use a service like https://cimd-service.fly.dev/ to host your client metadata for you.

	Most backend applications will want to run in mode: :confidential in which case they need an ES256 (P-256) private JWK, encoded as JSON. Generate one and store it somewhere safe, it's a secret, treat it like a password.
mix run -e '{_, jwk} = JOSE.JWK.to_map(JOSE.JWK.generate_key({:ec, "P-256"})); IO.puts(Jason.encode!(jwk))'

export ATPROTO_CLIENT_PRIVATE_JWK='{"kty":"EC",...}'

	Expose the client metadata and an OAuth callback URL on your site, that's :client_id and :redirect_uri.

	A Latch.Store implementation. You can write your own, or use the built-in ETS implementation.


Setting it up
Using the built-in ETS Store implementation, create your module like:
defmodule MyApp.LatchStore do
  use Latch.Store.ETS
end
Add Latch to your supervision tree, giving it a unique name and a Latch.Store implementation:
children = [
  {MyApp.LatchStore, []},
  {Latch,
    name: MyApp.Latch,
    mode: :confidential,
    store: MyApp.LatchStore,
    client_id_path: "/oauth-client-metadata.json",
    redirect_uri_path: "/auth/callback",
    # Dynamically resolve the base URL at runtime, or pass a hard-coded URL
    base_url_fun: fn -> MyApp.Endpoint.url() end,
    scope: "atproto",
    signing_key: System.fetch_env!("ATPROTO_CLIENT_PRIVATE_JWK")}
]
signing_key is the JWK from step 2 above. Optional keys: :client_name, :client_uri and request_ttl. Instead of using the built-in ETS Store implementation you can create your own, implementing the Latch.Store behavior.
You need to set up a route to serve the client metadata, matching the configuration /oauth-client-metadata.json.
def client_metadata(conn, _params) do
  json(conn, Latch.client_metadata(MyApp.Latch))
end
Login flow
	authorize/2 resolves the handle, pushes the authorization request, and returns the URL to redirect the browser to.
{:ok, url} = Latch.authorize(MyApp.Latch, "alice.bsky.social")

	The user authorizes, and their authorization server redirects back to your redirect_uri.

	callback/2 validates the callback params, exchanges the code, and stores the session for you. Returns identity information:
{:ok, %{did: did, handle: handle}} = Latch.callback(MyApp.Latch, conn.params)


The session is stored keyed by did — that did is all you need for authenticated calls. When a user logs out, call delete_session:
:ok = Latch.delete_session(MyApp.Latch, did)
Make authenticated requests
Calls go to the user's PDS, and access tokens are refreshed automatically:
{:ok,
  %{
    "uri" => "at://did:plc:abc123/app.bsky.feed.post/3k2...",
    "cid" => "bafyreid...",
    "value" => %{
      "$type" => "app.bsky.feed.post",
      "text" => "Hello atproto",
      "createdAt" => "2026-07-31T12:00:00.000Z"
    }
  }} =
  Latch.query(MyApp.Latch, did, "com.atproto.repo.getRecord",
    params: [
      repo: did,
      collection: "app.bsky.feed.post",
      rkey: "3k2..."
    ]
  )

{:ok,
  %{
    "uri" => "at://did:plc:abc123/app.bsky.feed.post/3k5...",
    "cid" => "bafyreig..."
  }} =
  Latch.procedure(MyApp.Latch, did, "com.atproto.repo.createRecord", %{
    repo: did,
    collection: "app.bsky.feed.post",
    record: %{text: "Hello atproto", createdAt: DateTime.utc_now()}
  })
Service auth
Latch supports service auth through PDS proxying, by passing service as an option to a client call, like this:
{:ok, %{"count" => 4}} =
  Latch.query(MyApp.Latch, did, "app.bsky.notification.getUnreadCount",
    service: "did:web:api.bsky.app#bsky_appview"
  )
Alternatively, you can fetch a short-lived service auth token and pass it as a bearer token, following the documentation here. Here's an example for uploading a video to Bluesky, which does not support PDS proxying.
# grab the pds_endpoint from the user's session
aud = "did:web:" <> URI.parse(pds_endpoint).host

{:ok, %{"token" => jwt}} =
  Latch.query(MyApp.Latch, did, "com.atproto.server.getServiceAuth",
    params: [
      aud: aud,
      lxm: "com.atproto.repo.uploadBlob",
      exp: System.system_time(:second) + 30 * 60
    ]
  )

Req.post("https://video.bsky.app/xrpc/app.bsky.video.uploadVideo",
  headers: [{"authorization", "Bearer " <> jwt}, {"content-type", "video/mp4"}],
  params: [did: did, name: filename],
  body: video_bytes
)
Errors
Public functions return {:error, exception} tuples and will not normally raise on errors. See Latch.Error for more information.
Diagram of the OAuth flow
sequenceDiagram
  actor User
  participant App as Your app (Latch)
  participant PDS as PDS
  participant AS as Authorization Server

  User->>App: handle (alice.example.com)
  App->>PDS: resolve handle → DID → DID document
  App->>PDS: GET /.well-known/oauth-protected-resource
  App->>AS: GET /.well-known/oauth-authorization-server
  Note over App,AS: identity + server discovery

  App->>AS: PAR: POST pushed authorization request (DPoP)
  AS-->>App: request_uri (+ DPoP-Nonce)
  App->>User: redirect to AS authorization endpoint

  User->>AS: authenticates, approves
  AS->>User: redirect to redirect_uri (code, state, iss)
  User->>App: callback

  App->>AS: token exchange: code + PKCE verifier (DPoP, client_assertion)
  AS-->>App: access token + refresh token (bound to DPoP key)

  Note over App,PDS: session established, stored via Latch.Store

  App->>PDS: XRPC calls (access token + fresh DPoP proof)
  App->>AS: refresh when expired (DPoP)
On correctness
Postel's law: conservative in what you send, liberal in what you accept.

The library attempts to follow the spec strictly, but primarily in what the library itself does, and less strictly in what it accepts as long as it's not a security issue.
Roadmap
	[x] Confidential client
	[x] DPoP nonce caching
	[x] Public client
	[x] Local client
	[x] Built-in ETS LatchStore implementation
	[x] TID, NSID, AtURI, DID, Handle
	[x] Service auth
	[ ] Unauthed client requests
	[ ] Getting started guide
	[ ] Extensive tests
	[ ] Distributed nonce cache

Specification references
	https://docs.bsky.app/docs/advanced-guides/oauth-client
	https://atproto.com/specs/oauth
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Get started
What you need
	If you're going to share your application online, you're going to need a public HTTPS URL for it. Authorization servers need to access your server over HTTPS. For local development, use mode: :localhost. Alternatively, use a service like https://cimd-service.fly.dev/ to host your client metadata for you.

	Most backend applications will want to run in mode: :confidential in which case they need an ES256 (P-256) private JWK, encoded as JSON. Generate one and store it somewhere safe, it's a secret, treat it like a password.
mix run -e '{_, jwk} = JOSE.JWK.to_map(JOSE.JWK.generate_key({:ec, "P-256"})); IO.puts(Jason.encode!(jwk))'

export ATPROTO_CLIENT_PRIVATE_JWK='{"kty":"EC",...}'

	Expose the client metadata and an OAuth callback URL on your site, that's :client_id and :redirect_uri.

	A Latch.Store implementation. You can write your own, or use the built-in ETS implementation.


Setting it up
Using the built-in ETS Store implementation, create your module like:
defmodule MyApp.LatchStore do
  use Latch.Store.ETS
end
Add Latch to your supervision tree, giving it a unique name and a Latch.Store implementation:
children = [
  {MyApp.LatchStore, []},
  {Latch,
    name: MyApp.Latch,
    mode: :confidential,
    store: MyApp.LatchStore,
    client_id_path: "/oauth-client-metadata.json",
    redirect_uri_path: "/auth/callback",
    # Dynamically resolve the base URL at runtime, or pass a hard-coded URL
    base_url_fun: fn -> MyApp.Endpoint.url() end,
    scope: "atproto",
    signing_key: System.fetch_env!("ATPROTO_CLIENT_PRIVATE_JWK")}
]
signing_key is the JWK from step 2 above. Optional keys: :client_name, :client_uri and request_ttl. Instead of using the built-in ETS Store implementation you can create your own, implementing the Latch.Store behavior.
You need to set up a route to serve the client metadata, matching the configuration /oauth-client-metadata.json.
def client_metadata(conn, _params) do
  json(conn, Latch.client_metadata(MyApp.Latch))
end
Login flow
	authorize/2 resolves the handle, pushes the authorization request, and returns the URL to redirect the browser to.
{:ok, url} = Latch.authorize(MyApp.Latch, "alice.bsky.social")

	The user authorizes, and their authorization server redirects back to your redirect_uri.

	callback/2 validates the callback params, exchanges the code, and stores the session for you. Returns identity information:
{:ok, %{did: did, handle: handle}} = Latch.callback(MyApp.Latch, conn.params)


The session is stored keyed by did — that did is all you need for authenticated calls. When a user logs out, call delete_session:
:ok = Latch.delete_session(MyApp.Latch, did)
Make authenticated requests
Calls go to the user's PDS, and access tokens are refreshed automatically:
{:ok,
  %{
    "uri" => "at://did:plc:abc123/app.bsky.feed.post/3k2...",
    "cid" => "bafyreid...",
    "value" => %{
      "$type" => "app.bsky.feed.post",
      "text" => "Hello atproto",
      "createdAt" => "2026-07-31T12:00:00.000Z"
    }
  }} =
  Latch.query(MyApp.Latch, did, "com.atproto.repo.getRecord",
    params: [
      repo: did,
      collection: "app.bsky.feed.post",
      rkey: "3k2..."
    ]
  )

{:ok,
  %{
    "uri" => "at://did:plc:abc123/app.bsky.feed.post/3k5...",
    "cid" => "bafyreig..."
  }} =
  Latch.procedure(MyApp.Latch, did, "com.atproto.repo.createRecord", %{
    repo: did,
    collection: "app.bsky.feed.post",
    record: %{text: "Hello atproto", createdAt: DateTime.utc_now()}
  })
Service auth
Latch supports service auth through PDS proxying, by passing service as an option to a client call, like this:
{:ok, %{"count" => 4}} =
  Latch.query(MyApp.Latch, did, "app.bsky.notification.getUnreadCount",
    service: "did:web:api.bsky.app#bsky_appview"
  )
Alternatively, you can fetch a short-lived service auth token and pass it as a bearer token, following the documentation here. Here's an example for uploading a video to Bluesky, which does not support PDS proxying.
# grab the pds_endpoint from the user's session
aud = "did:web:" <> URI.parse(pds_endpoint).host

{:ok, %{"token" => jwt}} =
  Latch.query(MyApp.Latch, did, "com.atproto.server.getServiceAuth",
    params: [
      aud: aud,
      lxm: "com.atproto.repo.uploadBlob",
      exp: System.system_time(:second) + 30 * 60
    ]
  )

Req.post("https://video.bsky.app/xrpc/app.bsky.video.uploadVideo",
  headers: [{"authorization", "Bearer " <> jwt}, {"content-type", "video/mp4"}],
  params: [did: did, name: filename],
  body: video_bytes
)
Errors
Public functions return {:error, exception} tuples and will not normally raise on errors. See Latch.Error for more information.
Diagram of the OAuth flow
sequenceDiagram
  actor User
  participant App as Your app (Latch)
  participant PDS as PDS
  participant AS as Authorization Server

  User->>App: handle (alice.example.com)
  App->>PDS: resolve handle → DID → DID document
  App->>PDS: GET /.well-known/oauth-protected-resource
  App->>AS: GET /.well-known/oauth-authorization-server
  Note over App,AS: identity + server discovery

  App->>AS: PAR: POST pushed authorization request (DPoP)
  AS-->>App: request_uri (+ DPoP-Nonce)
  App->>User: redirect to AS authorization endpoint

  User->>AS: authenticates, approves
  AS->>User: redirect to redirect_uri (code, state, iss)
  User->>App: callback

  App->>AS: token exchange: code + PKCE verifier (DPoP, client_assertion)
  AS-->>App: access token + refresh token (bound to DPoP key)

  Note over App,PDS: session established, stored via Latch.Store

  App->>PDS: XRPC calls (access token + fresh DPoP proof)
  App->>AS: refresh when expired (DPoP)
On correctness
Postel's law: conservative in what you send, liberal in what you accept.

The library attempts to follow the spec strictly, but primarily in what the library itself does, and less strictly in what it accepts as long as it's not a security issue.
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        authorize(name, handle)

      


        Begins an authorization flow for handle.



    


    
      
        callback(name, params)

      


        Completes an authorization flow from the OAuth callback params.



    


    
      
        child_spec(init_arg)

      


        Returns a child specification to start Latch under a supervisor.



    


    
      
        client_metadata(name)

      


        Returns the client metadata map.



    


    
      
        delete_session(name, did)

      


        Deletes the session for did. Call this when the user logs out.



    


    
      
        procedure(name, did, method, body, opts \\ [])

      


        Performs a procedure against the user's PDS using their DID's session.



    


    
      
        query(name, did, method, opts \\ [])

      


        Query the user's PDS using their DID's session.



    


    
      
        start_link(opts)

      


        Starts a Latch supervisor.



    


    
      
        upload_blob(name, did, bytes, content_type, opts \\ [])

      


        Upload a blob to the user's PDS using their DID's session.
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          @spec authorize(name(), String.t()) ::
  {:ok, String.t()}
  | {:error,
     Latch.Error.HandleNotFound.t()
     | Latch.Error.IdentityMismatch.t()
     | Latch.Error.Discovery.t()
     | Latch.Error.InvalidResponse.t()
     | Latch.Error.MissingDPoPNonce.t()
     | Latch.Error.OAuth.t()
     | Latch.Error.Store.t()
     | Latch.Error.Transport.t()}


      


Begins an authorization flow for handle.
Resolves the handle to a DID and PDS, discovers the authorization
server, pushes the authorization request (PAR), stores the in-flight
request in the configured Latch.Store, and returns the URL to
redirect the browser to.
The stored request is single-use. callback/2 consumes it.
Examples
iex> {:ok, _pid} = Latch.start_link(mode: :confidential, name: LatchAuthorizeExample, store: Latch.TestStore, client_id_path: "/metadata.json", redirect_uri_path: "/callback", base_url_fun: fn -> "https://example.com" end, scope: "atproto", signing_key: Jason.encode!(Latch.DPoP.generate_key()))
iex> Latch.authorize(LatchAuthorizeExample, "not a handle")
{:error, %Latch.Error.HandleNotFound{handle: "not a handle", reason: :invalid_handle}}
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          @spec callback(name(), map()) ::
  {:ok, %{did: String.t(), handle: String.t()}}
  | {:error,
     Latch.Error.InvalidResponse.t()
     | Latch.Error.MissingDPoPNonce.t()
     | Latch.Error.OAuth.t()
     | Latch.Error.SecurityViolation.t()
     | Latch.Error.Store.t()
     | Latch.Error.Transport.t()}


      


Completes an authorization flow from the OAuth callback params.
Consumes a stored request. Single use, so a replayed callback fails
with %Latch.Error.SecurityViolation{}. Verifies the issuer, exchanges
the code, stores the session using the Latch.Store implementation, and
returns identity information.
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Returns a child specification to start Latch under a supervisor.
Examples
iex> %{id: MyApp.Latch, type: :supervisor, start: {Latch, :start_link, [_opts]}} =
...>   Latch.child_spec(name: MyApp.Latch, store: MyApp.Store, client_id_path: "/metadata.json", redirect_uri_path: "/callback", scope: "atproto", signing_key: :test_key, mode: :confidential, base_url_fun: fn -> "https://example.com" end)
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          @spec client_metadata(name()) :: Latch.ClientMetadata.t()


      


Returns the client metadata map.
Serve it as JSON at the URL configured as :client_id, e.g. from a
controller: json(conn, Latch.client_metadata(MyApp.Latch)).
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          @spec delete_session(name(), String.t()) :: :ok | {:error, Latch.Error.Store.t()}


      


Deletes the session for did. Call this when the user logs out.

  



    

  
    
      
    
    
      procedure(name, did, method, body, opts \\ [])



    

  


  

      

          @spec procedure(name(), String.t(), String.t(), map(), keyword()) ::
  {:ok, map()}
  | {:error,
     Latch.Error.InvalidResponse.t()
     | Latch.Error.MissingDPoPNonce.t()
     | Latch.Error.NoSession.t()
     | Latch.Error.RefreshFailed.t()
     | Latch.Error.Store.t()
     | Latch.Error.Transport.t()
     | Latch.Error.XRPC.t()}


      


Performs a procedure against the user's PDS using their DID's session.
Options
	service - the service endpoint identifier when proxying through PDS, eg did:web:api.bsky.app#bsky_appview

Examples
Latch.procedure(MyApp.Latch, "did:plc:abc123", "com.atproto.repo.putRecord", %{
  repo: "did:plc:abc123",
  collection: "app.bsky.feed.post",
  rkey: "3k2...",
  record: %{"$type" => "app.bsky.feed.post", "text" => "Hello!"}
})

  



    

  
    
      
    
    
      query(name, did, method, opts \\ [])



    

  


  

      

          @spec query(name(), String.t(), String.t(), keyword()) ::
  {:ok, map()}
  | {:error,
     Latch.Error.InvalidResponse.t()
     | Latch.Error.MissingDPoPNonce.t()
     | Latch.Error.NoSession.t()
     | Latch.Error.RefreshFailed.t()
     | Latch.Error.Store.t()
     | Latch.Error.Transport.t()
     | Latch.Error.XRPC.t()}


      


Query the user's PDS using their DID's session.
method is the XRPC method NSID, eg "com.atproto.repo.getRecord".
params is passed as the query string.
Assumes the session exists, that the user of that did is authenticated.
If not, returns {:error, %NoSession{}}.
Options
	:service - the service endpoint identifier when proxying through PDS, eg did:web:api.bsky.app#bsky_appview
	:params - params for the method, eg params: [actor: "did:plc:bvraa6gajy4tfr3eh2sisdkr"] resulting in
app.bsky.actor.getProfile?actor=did:plc:bvraa6gajy4tfr3eh2sisdkr

Examples
Latch.query(MyApp.Latch, "did:plc:abc123", "com.atproto.repo.getRecord", params: [repo: "did:plc:abc123", collection: "app.bsky.feed.post", rkey: "3k2..."])
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Starts a Latch supervisor.
See the module documentation for the supported options.
Examples
  iex> {:ok, pid} = Latch.start_link(name: LatchStartLinkExample, store: Latch.TestStore, mode: :confidential, client_id_path: "/metadata.json", redirect_uri_path: "/callback", base_url_fun: fn -> "https://example.com" end, scope: "atproto", signing_key: Jason.encode!(Latch.DPoP.generate_key()))
  iex> is_pid(pid)
  true
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          @spec upload_blob(name(), String.t(), binary(), String.t(), keyword()) ::
  {:ok, map()}
  | {:error,
     Latch.Error.InvalidResponse.t()
     | Latch.Error.MissingDPoPNonce.t()
     | Latch.Error.NoSession.t()
     | Latch.Error.RefreshFailed.t()
     | Latch.Error.Store.t()
     | Latch.Error.Transport.t()
     | Latch.Error.XRPC.t()}


      


Upload a blob to the user's PDS using their DID's session.
content_type is the blob's MIME type, eg "image/png".
Options
	service - the service endpoint identifier when proxying through PDS, eg did:web:api.bsky.app#bsky_appview
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at-uris are used to reference individual records within a repository, identified
by did or handle. This module implements the restricted grammar used in Lexicons.
The anatomy of an at-uri
at://did:plc:ewvi7nxzyoun6zhxrhs64oiz/app.bsky.feed.post/3k2u5kbfqzf2k
__/  ______________________________/ ______________/ __________/
 |                 |                         |               |
 scheme         authority                collection       record key
(always "at")  (DID or handle —          (NSID — the     (rkey — e.g.
               whose repo this is)        lexicon type)   a TID)
https://atproto.com/specs/at-uri-scheme
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        new(authority, collection \\ nil, rkey \\ nil)

      


        Create and validate an AtURI struct.



    


    
      
        new!(authority, collection \\ nil, rkey \\ nil)

      


        Same as new/3 but raises on invalid inputs.



    


    
      
        parse(arg1)

      


        Parse an at-uri string into an AtURI struct and validate against the spec.



    


    
      
        to_string(at_uri)

      


        Turns an AtURI struct into a proper at-uri string.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.AtURI{
  authority: String.t(),
  collection: String.t() | nil,
  rkey: String.t() | nil
}
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      new(authority, collection \\ nil, rkey \\ nil)



    

  


  

      

          @spec new(String.t(), String.t() | nil, String.t() | nil) ::
  {:ok, t()}
  | {:error,
     :invalid_authority
     | :invalid_collection
     | :invalid_rkey
     | :missing_collection}


      


Create and validate an AtURI struct.
Examples
iex> Latch.AtURI.new("did:plc:bvraa6gajy4tfr3eh2sisdkr", "site.standard.publication", "3mope7jyypk22")
{:ok, %Latch.AtURI{authority: "did:plc:bvraa6gajy4tfr3eh2sisdkr", collection: "site.standard.publication", rkey: "3mope7jyypk22"}}

  



    

    

  
    
      
    
    
      new!(authority, collection \\ nil, rkey \\ nil)



    

  


  

      

          @spec new!(String.t(), String.t() | nil, String.t() | nil) :: t()


      


Same as new/3 but raises on invalid inputs.
Examples
iex> Latch.AtURI.new!("did:plc:bvraa6gajy4tfr3eh2sisdkr", "site.standard.publication", "3mope7jyypk22")
%Latch.AtURI{authority: "did:plc:bvraa6gajy4tfr3eh2sisdkr", collection: "site.standard.publication", rkey: "3mope7jyypk22"}

  



  
    
      
    
    
      parse(arg1)



    

  


  

      

          @spec parse(String.t()) ::
  {:ok, t()}
  | {:error,
     :invalid_structure
     | :invalid_scheme
     | :invalid_authority
     | :invalid_collection
     | :invalid_rkey}


      


Parse an at-uri string into an AtURI struct and validate against the spec.
Examples
iex> Latch.AtURI.parse("at://did:plc:ewvi7nxzyoun6zhxrhs64oiz/app.bsky.feed.post/3k2u5kbfqzf2k")
{:ok, %Latch.AtURI{authority: "did:plc:ewvi7nxzyoun6zhxrhs64oiz", collection: "app.bsky.feed.post", rkey: "3k2u5kbfqzf2k"}}

  



  
    
      
    
    
      to_string(at_uri)



    

  


  

      

          @spec to_string(t()) :: String.t()


      


Turns an AtURI struct into a proper at-uri string.
Examples
iex> at_uri = Latch.AtURI.new!("did:plc:bvraa6gajy4tfr3eh2sisdkr", "site.standard.publication", "3mope7jyypk22")
iex> Latch.AtURI.to_string(at_uri)
"at://did:plc:bvraa6gajy4tfr3eh2sisdkr/site.standard.publication/3mope7jyypk22"

  


        

      


  

    
Latch.Client 
    



      
Authenticated XRPC for a logged in did, with transparent token refresh.
Loads the session from config, ensuring the access token is current,
and delegates to Latch.XRPC. Refresh-token rotation is single-use and
serialized through Store.update_session/2.

      


      
        Summary


  
    Functions
  


    
      
        procedure(config, did, method, body, opts)

      


        Performs an authenticated XRPC procedure for did, with automatic refresh.



    


    
      
        query(config, did, method, opts)

      


        Performs an authenticated XRPC query for did, with automatic refresh.



    


    
      
        upload_blob(config, did, bytes, content_type, opts)

      


        Uploads a blob for did, with automatic refresh.



    





      


      
        Functions


        


  
    
      
    
    
      procedure(config, did, method, body, opts)



    

  


  

      

          @spec procedure(Latch.Config.t(), String.t(), String.t(), map(), keyword()) ::
  {:ok, map()} | {:error, Latch.Error.t()}


      


Performs an authenticated XRPC procedure for did, with automatic refresh.

  



  
    
      
    
    
      query(config, did, method, opts)



    

  


  

      

          @spec query(Latch.Config.t(), String.t(), String.t(), keyword()) ::
  {:ok, map()} | {:error, Latch.Error.t()}


      


Performs an authenticated XRPC query for did, with automatic refresh.

  



  
    
      
    
    
      upload_blob(config, did, bytes, content_type, opts)



    

  


  

      

          @spec upload_blob(Latch.Config.t(), String.t(), binary(), String.t(), keyword()) ::
  {:ok, map()} | {:error, Latch.Error.t()}


      


Uploads a blob for did, with automatic refresh.

  


        

      


  

    
Latch.ClientAssertion 
    



      
Client assertion JWTs (RFC 7523 private_key_jwt) for atproto OAuth.
Confidential clients authenticate to the authorization server by signing
a fresh assertion for every PAR and token request.

      


      
        Summary


  
    Functions
  


    
      
        assertion_type()

      


        The client_assertion_type request parameter value.



    


    
      
        kid(key_map)

      


        Key ID for the client signing key: the JWK's own kid if set, otherwise
its RFC 7638 thumbprint.



    


    
      
        sign(key_map, client_id, audience, opts \\ [])

      


        Signs a client assertion JWT.



    





      


      
        Functions


        


  
    
      
    
    
      assertion_type()



    

  


  

      

          @spec assertion_type() :: String.t()


      


The client_assertion_type request parameter value.

  



  
    
      
    
    
      kid(key_map)



    

  


  

      

          @spec kid(map()) :: String.t()


      


Key ID for the client signing key: the JWK's own kid if set, otherwise
its RFC 7638 thumbprint.
The published client metadata JWKs must use the same value so the
authorization server can match assertion headers to a key.

  



    

  
    
      
    
    
      sign(key_map, client_id, audience, opts \\ [])



    

  


  

      

          @spec sign(map(), String.t(), String.t(), keyword()) :: String.t()


      


Signs a client assertion JWT.
Arguments
	jwk - the client's private plain JWK map
	client_id - used as both iss and sub
	audience - the authorization server's issuer URL

Options
	:jti - override jti (tests)
	:iat - override iat (tests)

exp is iat + 60s: atproto does not require it,
but RFC 7523 does, and servers expect assertions younger than a minute.

  


        

      


  

    
Latch.ClientMetadata 
    



      
Client metadata document for atproto OAuth.
Served at the client_id URL. Authorization servers fetch it to discover
redirect URIs, scopes, and the client's public signing key.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        build(opts)

      


        Builds the client metadata document as a JSON-serializable map.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: map()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build(opts)



    

  


  

      

          @spec build(keyword()) :: t()


      


Builds the client metadata document as a JSON-serializable map.
Options
	:client_id (required) - full URL of the metadata document itself
	:redirect_uris (required) - list of callback URLs
	:scope (required) - space-separated scopes, must include atproto
	:jwk (required) - client signing key, only the public part is published
	:client_name (optional)
	:client_uri (optional) - must share the client_id hostname
	:mode - :confidential, :public or :localhost


  


        

      


  

    
Latch.Config 
    



      
The internal configuration that drives the library.
Fields
	:store - a module implementing Latch.Store
	:name - the name of the Latch instance
	:mode - :confidential, :public, or :localhost
	:redirect_uri_path - the OAuth callback path
	:scope - the requsted scopes
	:client_id_path - the path of the published client metadata document
	:signing_key - the JSON-encoded ES256 private JWK for private_key_jwt as string
	:client_name - shown on the authorization consent screen
	:client_uri - client home page
	:base_url_fun - function to build the base URL for redirect_uri and client_id, because the host is frequently only known at runtime.


      


      
        Summary


  
    Types
  


    
      
        mode()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        client_id(arg1)

      


    


    
      
        confidential?(config)

      


    


    
      
        localhost?(config)

      


    


    
      
        redirect_uri(config)

      


    





      


      
        Types


        


  
    
      
    
    
      mode()



    

  


  

      

          @type mode() :: :confidential | :public | :localhost


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Config{
  base_url_fun: (-> String.t()),
  client_id_path: String.t() | nil,
  client_name: String.t() | nil,
  client_uri: String.t() | nil,
  mode: mode(),
  name: atom() | pid(),
  redirect_uri_path: String.t(),
  request_ttl: non_neg_integer(),
  scope: String.t(),
  signing_key: map() | nil,
  store: module()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      client_id(arg1)



    

  


  


  



  
    
      
    
    
      confidential?(config)



    

  


  


  



  
    
      
    
    
      localhost?(config)



    

  


  


  



  
    
      
    
    
      redirect_uri(config)



    

  


  


  


        

      


  

    
Latch.DID 
    



      
DID syntax validation per the atproto DID spec.
Validates syntax only. did:web is additionally required to be
hostname-only (no path or port), per atproto.

      


      
        Summary


  
    Functions
  


    
      
        valid?(did)

      


        Validates atproto DID syntax. For did:web, also requires the
method-specific identifier to be a bare hostname.



    





      


      
        Functions


        


  
    
      
    
    
      valid?(did)



    

  


  

      

          @spec valid?(String.t()) :: boolean()


      


Validates atproto DID syntax. For did:web, also requires the
method-specific identifier to be a bare hostname.

  


        

      


  

    
Latch.DIDDocument 
    



      
Parses atproto DID documents to extract the claimed handle and PDS endpoint.
Verifies the document's internal correctness only. The caller must confirm
the handle resolves back to this DID (bidirectional verification) before
trusting it.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        parse(document, did)

      


        Parses a decoded DID document for a given DID.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.DIDDocument{
  did: String.t(),
  handle: String.t(),
  pds_endpoint: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      parse(document, did)



    

  


  

      

          @spec parse(map(), String.t()) ::
  {:ok, t()}
  | {:error, :did_mismatch | :invalid_handle | :no_pds | :invalid_pds_endpoint}


      


Parses a decoded DID document for a given DID.
The did argument is the DID that was resolved to obtain this document.
It must match the document's id.

  


        

      


  

    
Latch.DNS 
    



      
DNS transport boundary for atproto handle resolution.
Wraps Erlang's :inet_res so this looks more Elixiry. Stubbed
via Mimic in tests, this module has no unit tests of its own.

      


      
        Summary


  
    Functions
  


    
      
        lookup_txt(name)

      


        Looks up TXT records for name, returning each record as a single string.



    





      


      
        Functions


        


  
    
      
    
    
      lookup_txt(name)



    

  


  

      

          @spec lookup_txt(String.t()) :: [String.t()]


      


Looks up TXT records for name, returning each record as a single string.
A TXT record can arrive as multiple character-strings, they are concatenated
per record. Returns an empty list when there are no records or the lookups
fails, which callers treat as "no DNS answer".

  


        

      


  

    
Latch.DPoP 
    



      
DPoP (RFC 9449) proof JWTs for atproto OAuth, and server-issued nonce flow
shared by Latch.XRPC and Latch.Flow.

      


      
        Summary


  
    Types
  


    
      
        send_error()

      


    


    
      
        send_result()

      


    





  
    Functions
  


    
      
        access_token_hash(access_token)

      


        S256 hash of an access token for the ath claim (same as PKCE S256)



    


    
      
        generate_key()

      


        Generates a new ES256 (P-256) key pair as a plain RFC 7517 JWK map.



    


    
      
        nonce_header(headers)

      


        Extract dpop-nonce header from a map of headers.



    


    
      
        proof(key_map, method, url, opts \\ [])

      


        Signs a DPoP proof JWT for an HTTP request.



    


    
      
        thumbprint(key_map)

      


        RFC 7638 thumbprint of a plain JWK map.



    


    
      
        with_nonce(config, dpop_key, url, send)

      


        Plumbing for the DPoP-nonce flow used in Latch.Flow and Latch.XRPC. This wraps
the logic for getting nonces, caching new ones, and retrying challenges like 4xx responses.



    





      


      
        Types


        


  
    
      
    
    
      send_error()



    

  


  

      

          @type send_error() ::
  Latch.Error.InvalidResponse.t()
  | Latch.Error.OAuth.t()
  | Latch.Error.Transport.t()
  | Latch.Error.XRPC.t()


      



  



  
    
      
    
    
      send_result()



    

  


  

      

          @type send_result() ::
  {{:ok, map()} | :challenge | {:error, send_error()}, String.t() | nil}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      access_token_hash(access_token)



    

  


  

      

          @spec access_token_hash(String.t()) :: String.t()


      


S256 hash of an access token for the ath claim (same as PKCE S256)

  



  
    
      
    
    
      generate_key()



    

  


  

      

          @spec generate_key() :: map()


      


Generates a new ES256 (P-256) key pair as a plain RFC 7517 JWK map.

  



  
    
      
    
    
      nonce_header(headers)



    

  


  

      

          @spec nonce_header(map()) :: String.t() | nil


      


Extract dpop-nonce header from a map of headers.

  



    

  
    
      
    
    
      proof(key_map, method, url, opts \\ [])



    

  


  

      

          @spec proof(map(), String.t(), String.t(), keyword()) :: String.t()


      


Signs a DPoP proof JWT for an HTTP request.
Arguments
	jwk — private plain JWK map for this OAuth session
	method — HTTP method (e.g. "POST")
	url — request URL; query string is stripped for htu per atproto

Options
	:nonce — server DPoP nonce (omit when unknown)
	:access_token — adds ath (S256 hash) for PDS/resource requests
	:jti — override jti (tests)
	:iat — override iat (tests)
Note: atproto currently says do not include iss on PDS-bound proofs.


  



  
    
      
    
    
      thumbprint(key_map)



    

  


  

      

          @spec thumbprint(map()) :: String.t()


      


RFC 7638 thumbprint of a plain JWK map.

  



  
    
      
    
    
      with_nonce(config, dpop_key, url, send)



    

  


  

      

          @spec with_nonce(Latch.Config.t(), map(), String.t(), (String.t() | nil ->
                                                   send_result())) ::
  {:ok, map()} | {:error, Latch.Error.MissingDPoPNonce.t() | send_error()}


      


Plumbing for the DPoP-nonce flow used in Latch.Flow and Latch.XRPC. This wraps
the logic for getting nonces, caching new ones, and retrying challenges like 4xx responses.

  


        

      


  

    
Latch.Discovery 
    



      
Discovers the authorization server for a PDS and validates the binding
between them, per the atproto OAuth profile.
The PDS publishes /.well-known/oauth-protected-resource naming its
authorization server, that server's metadata issuer must in turn match
the URL it was discovered at. Both directions are checked before the
metadata is trusted.

      


      
        Summary


  
    Functions
  


    
      
        discover(pds_endpoint, opts \\ [])

      


        Resolves a PDS endpoint to its authorization server metadata.



    





      


      
        Functions


        


    

  
    
      
    
    
      discover(pds_endpoint, opts \\ [])



    

  


  

      

          @spec discover(
  String.t(),
  keyword()
) ::
  {:ok, Latch.ServerMetadata.t()}
  | {:error, Latch.Error.Discovery.t() | Latch.Error.Transport.t()}


      


Resolves a PDS endpoint to its authorization server metadata.
Options
	:allow_http - in localhost mode we don't have to force https


  


        

      


  

    
Latch.Error 
    



      
Errors returned by the public Latch and Latch.Client API.
Every public function that can fail returns {:error, Latch.Error.t()}.
Each error is an exception struct so callers can eitehr pattern match on
its fields or raise/1 it directly.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() ::
  Latch.Error.Discovery.t()
  | Latch.Error.HandleNotFound.t()
  | Latch.Error.IdentityMismatch.t()
  | Latch.Error.InvalidResponse.t()
  | Latch.Error.MissingDPoPNonce.t()
  | Latch.Error.NoSession.t()
  | Latch.Error.OAuth.t()
  | Latch.Error.RefreshFailed.t()
  | Latch.Error.SecurityViolation.t()
  | Latch.Error.Store.t()
  | Latch.Error.Transport.t()
  | Latch.Error.XRPC.t()


      



  


        

      


  

    
Latch.Flow 
    



      
Drives the atproto OAuth flow against an authorization server: pushed
authorization requests, the authorization redirect, token exchange, and
refresh.
Requests to the authorization server are DPoP-bound. The server requires a
fresh DPoP nonce, so each request is attempted once without a nonce and
retried once with the none the server returns. The client assertion and
DPoP proof are regenreated on the retry, so neither jti is reused.

      


      
        Summary


  
    Functions
  


    
      
        authorization_url(server, client_id, request_uri)

      


        Builds the authorization redirect URL from a PAR request_uri.



    


    
      
        exchange_code(config, opts)

      


        Exchanges an authorization code for a session.



    


    
      
        par(config, server, opts)

      


        Performs a pushed authorization request, returning the request_uri.



    


    
      
        refresh(config, server, session, opts)

      


        Refreshes a session, returning a new session with rotated tokens.



    





      


      
        Functions


        


  
    
      
    
    
      authorization_url(server, client_id, request_uri)



    

  


  

      

          @spec authorization_url(Latch.ServerMetadata.t(), String.t(), String.t()) ::
  String.t()


      


Builds the authorization redirect URL from a PAR request_uri.
The browser is sent here, per atproto only client_id and request_uri
travel in the URL, since the real parameters were pushed durig PAR.

  



  
    
      
    
    
      exchange_code(config, opts)



    

  


  

      

          @spec exchange_code(
  Latch.Config.t(),
  keyword()
) ::
  {:ok, Latch.Session.t()}
  | {:error,
     Latch.Error.InvalidResponse.t()
     | Latch.Error.MissingDPoPNonce.t()
     | Latch.Error.OAuth.t()
     | Latch.Error.SecurityViolation.t()
     | Latch.Error.Transport.t()}


      


Exchanges an authorization code for a session.
Verifies the token response sub matches expected_did (the DID resolved
before login) before building the session. The callback's state and iss
are validated upstream, before this is called.
Required options
	:client_id, :client_jwk - the confidential client's id and signing key
	:redirect_uri - must match the value sent during PAR
	:code, :core_verifier - the authorization code and PKCE verifier
	:dpop_key - the per-session DPoP key
	:expected_did - the DID the sub must match
	:pds_endpoint - the resource server, stored on the session

Optional
	:now - base time for expires_at (defaults to the current time)


  



  
    
      
    
    
      par(config, server, opts)



    

  


  

      

          @spec par(Latch.Config.t(), Latch.ServerMetadata.t(), keyword()) ::
  {:ok, String.t()}
  | {:error,
     Latch.Error.InvalidResponse.t()
     | Latch.Error.MissingDPoPNonce.t()
     | Latch.Error.OAuth.t()
     | Latch.Error.Transport.t()}


      


Performs a pushed authorization request, returning the request_uri.
Required options
	:client_id, the client's id
	:redirect_uri, :scope, :state, :code_challenge - auth params
	:dpop_key - the per-session DPoP key

Optional
	:login_hint - the user's handle or DID


  



  
    
      
    
    
      refresh(config, server, session, opts)



    

  


  

      

          @spec refresh(
  Latch.Config.t(),
  Latch.ServerMetadata.t(),
  Latch.Session.t(),
  keyword()
) ::
  {:ok, Latch.Session.t()}
  | {:error,
     Latch.Error.InvalidResponse.t()
     | Latch.Error.MissingDPoPNonce.t()
     | Latch.Error.OAuth.t()
     | Latch.Error.SecurityViolation.t()
     | Latch.Error.Transport.t()}


      


Refreshes a session, returning a new session with rotated tokens.
The refresh is DPoP-bound to the session's existing key (the tokens are
bound to it), and the new sub must still match the session's DID. Refresh
tokens are single-use, so the returned session carries the rotated tokens
and must replace the old one.
Required options
	:client_id, :client_jwk - the confidential client's id and signing key

Optional
	:now - base time for expires_at (defaults to the current time)


  


        

      


  

    
Latch.HTTP 
    



      
HTTP transport boundary for atproto identify resolution.
Fetches raw bodies and decodes JSON explicity, so behavior does not depend
on server-provided content types (DID documents are sometimes served as
application/did+ld+json).

      


      
        Summary


  
    Types
  


    
      
        body()

      


    





  
    Functions
  


    
      
        get_json(url, opts \\ [])

      


        GETs url, required a 2xx response, and decodes the body as a JSON object.



    


    
      
        get_text(url)

      


        GETs url, requires a 2xx response, and returns the raw response body.



    


    
      
        post_form(url, form, headers \\ [])

      


        POSTs form as application/x-www-form-urlencoded with headers, returning
the raw status, body, and response headers.



    


    
      
        request(method, url, headers, body \\ nil)

      


        Performs an HTTP request with the given method, headers, and optional
body, returning the raw status, body, and response headers.



    





      


      
        Types


        


  
    
      
    
    
      body()



    

  


  

      

          @type body() :: nil | {:json, map()} | {:raw, binary(), String.t()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      get_json(url, opts \\ [])



    

  


  

GETs url, required a 2xx response, and decodes the body as a JSON object.

  



  
    
      
    
    
      get_text(url)



    

  


  

      

          @spec get_text(String.t()) ::
  {:ok, String.t()}
  | {:error, Latch.Error.Transport.t() | Latch.Error.InvalidResponse.t()}


      


GETs url, requires a 2xx response, and returns the raw response body.

  



    

  
    
      
    
    
      post_form(url, form, headers \\ [])



    

  


  

      

          @spec post_form(String.t(), keyword() | map(), [{String.t(), String.t()}]) ::
  {:ok,
   %{
     status: pos_integer(),
     body: binary(),
     headers: %{optional(binary()) => [binary()]}
   }}
  | {:error, Latch.Error.Transport.t()}


      


POSTs form as application/x-www-form-urlencoded with headers, returning
the raw status, body, and response headers.
Unlike get_json/1 this neither treats non-2xx as an error nor decodes the
body: atproto OAuth endpoints return meaningful JSON and a DPoP-Nonce header
on 4xx responses, which the caller must inspect to drive the none retry.

  



    

  
    
      
    
    
      request(method, url, headers, body \\ nil)



    

  


  

      

          @spec request(String.t(), String.t(), [{String.t(), String.t()}], body()) ::
  {:ok,
   %{
     status: pos_integer(),
     body: binary(),
     headers: %{optional(binary()) => [binary()]}
   }}
  | {:error, Latch.Error.Transport.t()}


      


Performs an HTTP request with the given method, headers, and optional
body, returning the raw status, body, and response headers.

  


        

      


  

    
Latch.Handle 
    



      
Handle syntax validation and normalization per the atproto handle spec.

      


      
        Summary


  
    Functions
  


    
      
        normalize(input)

      


        Normalizes user input: trims whitespace, strips leading @, downcase.



    


    
      
        valid?(handle)

      


        Checks handle syntax. Does not check resolvability or reserved names.



    





      


      
        Functions


        


  
    
      
    
    
      normalize(input)



    

  


  

      

          @spec normalize(String.t()) :: String.t()


      


Normalizes user input: trims whitespace, strips leading @, downcase.

  



  
    
      
    
    
      valid?(handle)



    

  


  

      

          @spec valid?(String.t()) :: boolean()


      


Checks handle syntax. Does not check resolvability or reserved names.

  


        

      


  

    
Latch.Identity 
    



      
Resolves an atproto handle to a verified identity.
Resolution is bidirectional per the atproto identity spec, the handle is
resolved to a DID and the DID document is fetched independently, and the
docment's claimed handle must match the handle we started from. Neither
direction alone is trusted, otherwise anyone could point DNS at a victim's
DID.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        resolve_handle(handle)

      


        Resolves and verifies a handle, returning its DID and PDS endpoint.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Identity{
  did: String.t(),
  handle: String.t(),
  pds_endpoint: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      resolve_handle(handle)



    

  


  

      

          @spec resolve_handle(String.t()) ::
  {:ok, t()}
  | {:error,
     Latch.Error.HandleNotFound.t()
     | Latch.Error.IdentityMismatch.t()
     | Latch.Error.InvalidResponse.t()
     | Latch.Error.Transport.t()}


      


Resolves and verifies a handle, returning its DID and PDS endpoint.
Returns structured Latch.Error exceptions describing resolution,
identity-verifiction, and transport failures.

  


        

      


  

    
Latch.NSID 
    



      
Namespaced identifiers are used in atproto to reference lexicons, XRPC endpoints, and more.
An example is: site.standard.document.
https://atproto.com/specs/nsid

      


      
        Summary


  
    Functions
  


    
      
        authority(nsid)

      


        Takes an NSID like site.standard.document and extracts the authority part, site.standard.



    


    
      
        name(nsid)

      


        Takes an NSID like site.standard.document and extracts the last part, document.



    


    
      
        valid?(nsid)

      


        Validates the NSID against the specification.



    





      


      
        Functions


        


  
    
      
    
    
      authority(nsid)



    

  


  

      

          @spec authority(String.t()) :: String.t()


      


Takes an NSID like site.standard.document and extracts the authority part, site.standard.

  



  
    
      
    
    
      name(nsid)



    

  


  

      

          @spec name(String.t()) :: String.t()


      


Takes an NSID like site.standard.document and extracts the last part, document.

  



  
    
      
    
    
      valid?(nsid)



    

  


  

      

          @spec valid?(String.t()) :: boolean()


      


Validates the NSID against the specification.

  


        

      


  

    
Latch.PKCE 
    



      
PKCE (RFC 7636) helpers for atproto OAuth.

      


      
        Summary


  
    Functions
  


    
      
        challenge(verifier)

      


        Derives S256 code challenge from code verifier.



    


    
      
        generate_verifier()

      


        Generates a PKCE code verifier (base64url-encoded random bytes).



    





      


      
        Functions


        


  
    
      
    
    
      challenge(verifier)



    

  


  

      

          @spec challenge(String.t()) :: String.t()


      


Derives S256 code challenge from code verifier.

  



  
    
      
    
    
      generate_verifier()



    

  


  

      

          @spec generate_verifier() :: String.t()


      


Generates a PKCE code verifier (base64url-encoded random bytes).
Length is 43-128 characters RFC 7636 / atproto OAuth.

  


        

      


  

    
Latch.RecordKey 
    



      
Record keys have a defined set of allowed shapes: TID, NSID, literal:<value>, and any.
https://atproto.com/specs/record-key

      


      
        Summary


  
    Functions
  


    
      
        valid?(key)

      


        Validates record key syntax according to the spec.



    





      


      
        Functions


        


  
    
      
    
    
      valid?(key)



    

  


  

      

          @spec valid?(String.t()) :: boolean()


      


Validates record key syntax according to the spec.
From the spec:
	the allowed characters are alphanumeric (A-Za-z0-9), period, dash, underscore, colon, or tilde (.-_:~)
	must have at least 1 and at most 512 characters
	the specific record key values . and .. are not allowed


  


        

      


  

    
Latch.Request 
    



      
An in-flight atproto OAuth authorization request, keyed by state.
Latch stores this via Latch.Store at the start of a login
(authorize/2) and consumes it, single use, in callback/2.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Request{
  did: String.t(),
  dpop_key: map(),
  handle: String.t(),
  issuer: String.t(),
  pds_endpoint: String.t(),
  pkce_verifier: String.t(),
  state: String.t(),
  token_endpoint: String.t()
}


      



  


        

      


  

    
Latch.ServerMetadata 
    



      
Parses authorization server metadata (/.well-known/oauth-authorization-server)
per the atproto OAuth profile.
Validates the document's internal correctness only. The caller must also
verify that the issuer matches the origin the document was fetched from.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        parse(metadata)

      


        Validates a decoded metadata document and extracts the fields we use.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.ServerMetadata{
  authorization_endpoint: String.t(),
  issuer: String.t(),
  par_endpoint: String.t(),
  revocation_endpoint: String.t() | nil,
  scopes_supported: [String.t()],
  token_endpoint: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      parse(metadata)



    

  


  

      

          @spec parse(map()) :: {:ok, t()} | {:error, {:missing | :invalid, String.t()}}


      


Validates a decoded metadata document and extracts the fields we use.
Checks every requirement the atproto OAuth spec places on authorization
servers, except none in token_endpoint_auth_methods_supported, which
only matters to public clients.
Uses a manual validation layer instead of Ecto.Changeset because I want to
split this out eventually.

  


        

      


  

    
Latch.Session 
    



      
An established atproto OAuth session: the credentials and binding needed to
make authenticated PDS requests and to refresh the access token.
The dpop_key is the per-session private key every request is signed with.
The access and refresh tokens are bound to it. issuer identifies the
authorization server (for refresh and re-discovery), pds_endpoint is where
authenticated XRPC calls go.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Session{
  access_token: String.t(),
  did: String.t(),
  dpop_key: map(),
  expires_at: DateTime.t(),
  issuer: String.t(),
  pds_endpoint: String.t(),
  refresh_token: String.t(),
  scope: String.t()
}


      



  


        

      


  

    
Latch.Store behaviour
    



      
Storage backend for in-flight OAuth requests and long-lived sessions.
Implement this behavior in your app. The library is storage-agnostic.
It hands you plains tructs and expects you to persist them however you
like (Ecto, Redis, ETS, ...). The library never sees encryption or the
database, that's your concerns.
Requests are keyed by the OAuth state.
Sessions are keyed by the user's DID.

      


      
        Summary


  
    Types
  


    
      
        did()

      


    


    
      
        reason()

      


    


    
      
        state()

      


    


    
      
        store_error()

      


    





  
    Callbacks
  


    
      
        delete_session(did)

      


        Delete the session for did. Return :ok even if missing.



    


    
      
        fetch_session(did)

      


        Fetch the session for did.



    


    
      
        put_request(state, t, ttl_seconds)

      


        Store an inflight request under state for at least ttl_seconds.



    


    
      
        put_session(did, t)

      


        Insert or replace session for did.



    


    
      
        take_request(state)

      


        Atomically fetch and remove the request for state.



    


    
      
        update_session(did, function)

      


        Run fun against the session for did under an exclusive lock, within
an atomic transaction. Rotating refresh tokens are single use, so two
concurrent refreshes must run in serial.



    





      


      
        Types


        


  
    
      
    
    
      did()



    

  


  

      

          @type did() :: binary()


      



  



  
    
      
    
    
      reason()



    

  


  

      

          @type reason() :: :not_found | :backend_error


      



  



  
    
      
    
    
      state()



    

  


  

      

          @type state() :: binary()


      



  



  
    
      
    
    
      store_error()



    

  


  

      

          @type store_error() :: {:error, reason()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      delete_session(did)



    

  


  

      

          @callback delete_session(did()) :: :ok | store_error()


      


Delete the session for did. Return :ok even if missing.

  



  
    
      
    
    
      fetch_session(did)



    

  


  

      

          @callback fetch_session(did()) :: {:ok, Latch.Session.t()} | store_error()


      


Fetch the session for did.

  



  
    
      
    
    
      put_request(state, t, ttl_seconds)



    

  


  

      

          @callback put_request(state(), Latch.Request.t(), ttl_seconds :: pos_integer()) ::
  :ok | store_error()


      


Store an inflight request under state for at least ttl_seconds.

  



  
    
      
    
    
      put_session(did, t)



    

  


  

      

          @callback put_session(did(), Latch.Session.t()) :: :ok | store_error()


      


Insert or replace session for did.

  



  
    
      
    
    
      take_request(state)



    

  


  

      

          @callback take_request(state()) :: {:ok, Latch.Request.t()} | store_error()


      


Atomically fetch and remove the request for state.
Single use. Must be consumable exactly once, even under concurrency.
Return {:error, :not_found} if used or non-existant.

  



  
    
      
    
    
      update_session(did, function)



    

  


  

      

          @callback update_session(did(), (Latch.Session.t() ->
                         {:ok, Latch.Session.t()} | {:error, term()})) ::
  {:ok, Latch.Session.t()} | store_error()


      


Run fun against the session for did under an exclusive lock, within
an atomic transaction. Rotating refresh tokens are single use, so two
concurrent refreshes must run in serial.
Use FOR UPDATE or CAS to make atomic.
	{:ok, new_session} persists new_session inside the same transaction and returns it.
	{:error, reason} rolled back, reason propagated.

{:error, :not_found} if no session exists for did.

  


        

      


  

    
Latch.Store.ETS 
    



      
Pre-built ETS Store for Latch. Does not maintain access tokens or in-progress requests
across restarts. For a more reliable approach, create your own implementation of
the Latch.Store behavior.
TTL for requests is set on the Latch level, passed by the implementor as request_ttl,
defaulting to 600s.

      


      
        Summary


  
    Functions
  


    
      
        delete_session(ref, did)

      


    


    
      
        fetch_session(ref, did)

      


    


    
      
        put_request(ref, state, request, ttl)

      


    


    
      
        put_session(ref, did, session)

      


    


    
      
        take_request(ref, state)

      


    


    
      
        update_session(ref, did, fun)

      


    





      


      
        Functions


        


  
    
      
    
    
      delete_session(ref, did)



    

  


  


  



  
    
      
    
    
      fetch_session(ref, did)



    

  


  


  



  
    
      
    
    
      put_request(ref, state, request, ttl)



    

  


  


  



  
    
      
    
    
      put_session(ref, did, session)



    

  


  


  



  
    
      
    
    
      take_request(ref, state)



    

  


  


  



  
    
      
    
    
      update_session(ref, did, fun)



    

  


  


  


        

      


  

    
Latch.TID 
    



      
Timestamp identifiers, frequently used as record keys in atproto. Time-sortable,
can be used as logical clocks within a system, and designed to reduce the risk
of collisions.
https://atproto.com/specs/tid

      


      
        Summary


  
    Functions
  


    
      
        at_time(datetime, clock_id \\ random_clock_id())

      


        Generate a TID that encodes the given time and a random clock ID, making it
unlikely (but not impossible) to result in collisions.



    


    
      
        new(int)

      


        Takes a raw integer and formats it as a TID.



    


    
      
        now(opts \\ [])

      


        Generate a TID that encodes the current time and a random clock ID, making it
unlikely (but not impossible) to result in collisions.



    


    
      
        valid?(tid)

      


        Validates a given string against a regex to ensure it conforms with the spec.



    





      


      
        Functions


        


    

  
    
      
    
    
      at_time(datetime, clock_id \\ random_clock_id())



    

  


  

      

          @spec at_time(DateTime.t(), integer()) :: String.t()


      


Generate a TID that encodes the given time and a random clock ID, making it
unlikely (but not impossible) to result in collisions.
Overriding :clock_id allows you to create deterministic tests.

  



  
    
      
    
    
      new(int)



    

  


  

      

          @spec new(non_neg_integer()) :: String.t()


      


Takes a raw integer and formats it as a TID.
In most cases you'll want to use the helpers now and at_time.

  



    

  
    
      
    
    
      now(opts \\ [])



    

  


  

      

          @spec now(keyword()) :: String.t()


      


Generate a TID that encodes the current time and a random clock ID, making it
unlikely (but not impossible) to result in collisions.
Options
	:clock_id - override the random clock ID
	:time_fun - a function that returns the current time as microseconds

Overriding both :clock_id and :time_fun allows you to create deterministic tests.

  



  
    
      
    
    
      valid?(tid)



    

  


  

      

          @spec valid?(String.t()) :: boolean()


      


Validates a given string against a regex to ensure it conforms with the spec.

  


        

      


  

    
Latch.TokenResponse 
    



      
Parses token endpoint responses per the atproto OAuth profile.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        parse(response)

      


        Validates a decoded token response and extracts the fields we use.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.TokenResponse{
  access_token: String.t(),
  expires_in: pos_integer(),
  refresh_token: String.t(),
  scope: String.t(),
  sub: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      parse(response)



    

  


  

      

          @spec parse(map()) :: {:ok, t()} | {:error, {:missing | :invalid, String.t()}}


      


Validates a decoded token response and extracts the fields we use.
refresh_token and expires_in are optional in RFC 6749 but required
here: background polling depends on refresh, and refresh scheduling
depends on expiry, so a server omitting either fails at login instead
of failing later. token_type must be DPoP (compared case-insensitively
per RFC 6749) and carries no information once validated, so it is not
kept on the struct.
sub is only checked syntactically. The caller must verify it equals
the DID resolved from the user's handle before trusting it.

  


        

      


  

    
Latch.XRPC 
    



      
DPoP-authenticated XRPC calls to a session's PDS.
Each request carriers Authorization: DPoP <token and a DPoP proof bound to
the acess token ath. The PDS issues its own DPoP nonces, so a request is
attempted once and retried with the nonce the PDS returns. Token refresh and
persistence are the caller's concerns, not this module's.

      


      
        Summary


  
    Types
  


    
      
        error()

      


    





  
    Functions
  


    
      
        procedure(config, session, method, body, opts)

      


        Performs and authenticated XRPC procedure against the session's PDS.



    


    
      
        query(config, session, method, opts)

      


        Performs and authenticated XRPC query against the session's PDS.



    


    
      
        upload_blob(config, session, bytes, content_type, opts)

      


        Uploads raw bytes of content_type as a blob, returning the response with
the blog reference.



    





      


      
        Types


        


  
    
      
    
    
      error()



    

  


  

      

          @type error() ::
  Latch.Error.InvalidResponse.t()
  | Latch.Error.MissingDPoPNonce.t()
  | Latch.Error.Transport.t()
  | Latch.Error.XRPC.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      procedure(config, session, method, body, opts)



    

  


  

      

          @spec procedure(Latch.Config.t(), Latch.Session.t(), String.t(), map(), keyword()) ::
  {:ok, map()} | {:error, error()}


      


Performs and authenticated XRPC procedure against the session's PDS.

  



  
    
      
    
    
      query(config, session, method, opts)



    

  


  

      

          @spec query(Latch.Config.t(), Latch.Session.t(), String.t(), keyword()) ::
  {:ok, map()} | {:error, error()}


      


Performs and authenticated XRPC query against the session's PDS.

  



  
    
      
    
    
      upload_blob(config, session, bytes, content_type, opts)



    

  


  

      

          @spec upload_blob(
  Latch.Config.t(),
  Latch.Session.t(),
  binary(),
  String.t(),
  keyword()
) ::
  {:ok, map()} | {:error, error()}


      


Uploads raw bytes of content_type as a blob, returning the response with
the blog reference.

  


        

      


  

    
Latch.Error.Discovery exception
    



      
Authorization-server discovery failed for a PDS.
reason values
	:no_authorization_server - the PDS exposes no authorization server
	:resource_mismatch - the PRM resource is not the PDS URL
	:issuer_mismatch - the AS metadata issuer is not the discovered URL
	{:missing_metadata field} - a required AS metadata field is missing
	{:invalid_metadata, field} - a required AS metadata field has invalid value
	:insecure_scheme - a PDS or authorization server URL used HTTP instead of HTTPS


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Error.Discovery{
  __exception__: term(),
  pds_endpoint: String.t() | nil,
  reason: atom() | {atom(), String.t()}
}


      



  


        

      


  

    
Latch.Error.HandleNotFound exception
    



      
A handle could not be resolved to a DID during `authorize/2`.
reason values
	:invalid_handle - the handle was malformed
	:handle_not_found - DNS and well-known lookups returned nothing
	:ambiguous_dns - multiple distinct DIDs at one handle
	:unsupported_did_method - the resolved DID method is not implemented


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Error.HandleNotFound{
  __exception__: term(),
  handle: String.t() | nil,
  reason: atom()
}


      



  


        

      


  

    
Latch.Error.IdentityMismatch exception
    



      
A handle reoslved to a DID, but the DID document does not read back to it,
or it lacks a usable PDS endpoint.
reason values
	:handle_mismatch - the DID document claims a different handle
	:invalid_did - the DID could not be parsed
	:no_pds - the DID document has no PDS service entry
	:invalid_pds_endpoint - the PDS service target is not a valid URL
	:did_mismatch


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Error.IdentityMismatch{
  __exception__: term(),
  handle: String.t() | nil,
  reason: atom()
}


      



  


        

      


  

    
Latch.Error.InvalidResponse exception
    



      
A server response was structurally invalid, including bad JSON or a
missing or malformed required field.
reason values
	:invalid_json
	:unexpected_response
	{:http_status, status}
	{:missing, field}
	{:invalid, field}


      


      
        Summary


  
    Types
  


    
      
        reason()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      reason()



    

  


  

      

          @type reason() ::
  :invalid_json
  | :unexpected_response
  | {:http_status, pos_integer()}
  | {:missing, String.t()}
  | {:invalid, String.t()}


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Error.InvalidResponse{__exception__: term(), reason: reason()}


      



  


        

      


  

    
Latch.Error.MissingDPoPNonce exception
    



      
The server responded with use_dpop_nonce but did not provide a
header to retry with. This is a server side issue.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Error.MissingDPoPNonce{__exception__: term(), endpoint: term()}


      



  


        

      


  

    
Latch.Error.NoSession exception
    



      
No stored session exists for the given DID.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Error.NoSession{__exception__: term(), did: String.t()}


      



  


        

      


  

    
Latch.Error.OAuth exception
    



      
The authorization server returned an OAuth error response.
The error field contains the RFC 6749 error code.
Common error values
	"access_denied" - the user declined consent
	"invalid_grant" - the code or refresh token is stale
	"invalid_client" - client assertion rejected
	"invalid_request" - malformed request to the server
	"expired_token" - a DPoP nonce or token expired


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Error.OAuth{
  __exception__: term(),
  description: String.t() | nil,
  error: String.t(),
  error_uri: String.t() | nil
}


      



  


        

      


  

    
Latch.Error.RefreshFailed exception
    



      
A token refresh was attempted and failed.
 reason is the underlying Latch.Error.t() that caused the refresh
 to fail, including transient and permanent errors.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Error.RefreshFailed{
  __exception__: term(),
  did: String.t(),
  reason: Latch.Error.t()
}


      



  


        

      


  

    
Latch.Error.SecurityViolation exception
    



      
An integrity check required by the atproto OAuth spec failed. A caller must
not treat the user as logged in when one of these is returned.
reason values
	:state_mismatch - the callback state does not match the in-flight request
	:issuer_mismatch - the callback iss does not match the discovered issuer
	:did_mismatch - the token response sub does not match resolved DID


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Error.SecurityViolation{
  __exception__: term(),
  reason: :state_mismatch | :issuer_mismatch | :did_mismatch
}


      



  


        

      


  

    
Latch.Error.Store exception
    



      
The caller's Latch.Store implementation returned an error. The
specific callback is in the action field.
action values
	:fetch_session
	:put_session
	:delete_session
	:update_session
	:take_request
	:put_request


      


      
        Summary


  
    Types
  


    
      
        action()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      action()



    

  


  

      

          @type action() ::
  :fetch_session
  | :put_session
  | :delete_session
  | :update_session
  | :take_request
  | :put_request


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Error.Store{
  __exception__: term(),
  action: action(),
  did: String.t() | nil,
  reason: Latch.Store.reason()
}


      



  


        

      


  

    
Latch.Error.Transport exception
    



      
An HTTP request failed at the transport layer.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Error.Transport{__exception__: term(), reason: Exception.t()}


      



  


        

      


  

    
Latch.Error.XRPC exception
    



      
The PDS returned a non-2xx XRPC response.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Latch.Error.XRPC{
  __exception__: term(),
  body: map(),
  status: pos_integer()
}
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